PasBepTtbiBaHne ADFS Ha Windows Servergnsa aBropmusauum
Ha BHELWHMX nnowagkax

MogroTtoBuTenbHbIe AeNCTBUA

1.1. Jo6aBuTb 1 HacTpouTb ponb AD, 3aBecTMnonbL3oBaTenen.

1.2. o6aButb ponbllS

1.3. CreHepupoBaTtb camonoanucaHHbin SSL ceptudumkar (kak creHepmpoBaTtb
camoanucanbii SSL cepTudmkar),nMbo ncrnonb3oBaTth BbIMyLLEHHbIN A1 UMEIOLWErocs
AoMeHa

1.4. Ecnn 6ygeT ncnonb3oBaThbCs BbINYLLEHHbIA cepTUdukaT, To He0OX04MMO BbIMNOSMHUTL
ero nmnopT

=* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(:) Current User
{®) Local Machine

To continue, dick Mext.

[ Oniot ||| Conce



https://www.google.com/search?newwindow=1&ei=jAl5Xcf5KonHrgSQxa44&q=%D1%81%D0%B0%D0%BC%D0%BE%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9+ssl+%D1%81%D0%B5%D1%80%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%82+iis+windows+2016&oq=%D1%81%D0%B0%D0%BC%D0%BE%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9+ssl+%D1%81%D0%B5%D1%80%D1%82%D0%B8%D1%83j9j2......0....1..gws-wiz.......0i71j0i22i30j33i160j33i21.G8fLxGE7LTo&ved=0ahUKEwjH79yPgsnkAhWJo4sKHZCiCwcQ4dUDCAs&uact=5
https://www.google.com/search?newwindow=1&ei=jAl5Xcf5KonHrgSQxa44&q=%D1%81%D0%B0%D0%BC%D0%BE%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9+ssl+%D1%81%D0%B5%D1%80%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%82+iis+windows+2016&oq=%D1%81%D0%B0%D0%BC%D0%BE%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9+ssl+%D1%81%D0%B5%D1%80%D1%82%D0%B8%D1%83j9j2......0....1..gws-wiz.......0i71j0i22i30j33i160j33i21.G8fLxGE7LTo&ved=0ahUKEwjH79yPgsnkAhWJo4sKHZCiCwcQ4dUDCAs&uact=5

€ &¢ Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

Browse..

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 [ PFX,.P12)

Cryptographic Message Syntax Standard- PECS #7 Certificates {.P78)

Microsoft Serialized Certificate Store (LSST)

& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Cancel

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

| Perzonal

Browse...

Select Certificate Store *

Select the certificate store you want to use,

~
oot Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
1 1 Intrneted Fartifiratec 8
< >

[]show physical stores

HaxaTtb «Next», a Ha crnegytowem akpaHe «Finishy.

Cancel



1.5. OTkpbITb OCHAcTKy ynpasnenus IS n gna «Default Web Site» B cekunm SSL Settings BbibpaTh
nyHKT «Bindings...», o6aBuTb NopT 443 1 BbIGpaTb MMNOPTUPOBAHHLIN paHee cepTudmkarT.

'qﬂ Internet Information Services (115) Manager
e & » DEV-DREAMTEAM-A » Sites » Default Web Site »

File View Help

Connections
- Default Web Site Home
ﬁu' = :j &" q
..\ Start Page e
i Filter: £7 Go - \gShow All | G by: - [B5f=
« 83 DEV-DREAMTEAM-A (DREAM R g e S Enl Ares
3 Application Pools s
w @] Sites = uéﬂ
: ") ) dit
{. €D Default Web Site Kgg.;_; %J @ =) L =i
Authentic... Compression Default Directorny Error Pages Handler
Document Erowsing Mappings
= =i %E < &=t
iij = =il i‘!‘b‘l o=
Legging MIME Types Modules Cutput Request
Caching Filtering
Open Feature
g Explore
gl ot
Edit Permissions...
| Bindings...
CO"E [=] Basic Settings...
View Applicaticns
View Virtual Directories
Manage Website 3
@ Help
ns | Site Bindings ? =
o 9
Authentic.. Compression [ Type Host Name Port IP Address Binding Informa... Add...

Dol | http 80 *
*
| | https 443

% B

. Remowve
e e 2
HTTP logging M Edit Site Binding ? bt
Respon... Browse
Type: IP address: Bort
& https All Unassigned v| 443
55L Settings Host name:
Management | |
D ] Require Server Name Indication
Configurat... .
Editar [] Disable HTTP/2
[] Disable OCSP Stapling Close

S5L certificate:
*testfact.ru ~ Select... View...

I OK I | Cancel




1.6. Co3gatb nonb3osaTtens B AD (Hanpumep ADFS_SVC). 310 cneumanbHbii CEpBUCHbIN
akkayHT ansa nogkritodenus K AD.

Ho6aBneHue n Hactpounka ADFS

2.1. Jo6aButb ponb ADFS
fi Add Roles and Features Wizard — O *

DESTINATIOM SERVER

Se | ect Se I’ V'E l" I’O | ES dev-dreamteam-adfs.dreamteam.testfactru [

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description

Server Selection S Active Directory Certificate Services
+f| Active Directory Domain Services (Installed (AD C5) s used to create

Featires I +f| Active Directory Federation Services (Installed) certification authorities and related

role services that allow you to issue

LI Active Lirectory Lightweight Directory Services = A
and manage certificates used in a

[J Active Directory Rights Management Services : =
[] Device Health Attestation variety of applications.
[[] DHCP Server

| DMS Server (Installed)

[] Fax Server

[m] File and Storage Services (2 of 12 installed)

[] Host Guardian Service

[ Hyper-v

[ Metwork Controller

[ Metwork Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[m] Web Server (IIS) (8 of 43 installed)

[[] Windows Deplayment Services

| < Previous | | Mext = | Install Cancel

2.2. MNocne ycTaHOBKM HEOHXOAMMO BbI3BaTb MacTtep koHdurypuposaHus ADFS

2.3. Warn mactepa HacTponku creayroLue:

N e TARGET SERVER
Welcome e —
Welcome to the Active Directory Federation Services Configuration Wizard.

Before you begin configuration, you must have the following:

* An Active Directory domain administrator account.

* A publicly trusted certificate for SSL server authentication.

AD FS prerequisites

Select an option below:

@) Create the first federation server in a federation server farm

Add a federation server to a federation server farm

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect




YkasbiBaeM Y3 ¢ npaBamMmun agMuMHUCTpaTopa 4OMeHa, OT MMEHU KOTopon byaem
BbINOSTHATL KOHPUIypUpoBaHme

fiu Active Directory Federation Services Configuration Wizard

. T
- = d ALY I i ' X TARGET SERVER
Connect to Active Directory Domain Services R

Specify an account with Active Directory domain administrator permissions to perform the
federation service configuration.

-Aljrnlnls.!latol {Current user) [ Change

[<Previous | [ _Nea> | | coigue [ Cancel |

Bbibrpaem cepTudmkaT, KOTOPbIA Mbl UMMOPTUPOBanu Ha ware 1.4, umsa (Hanpumep
adfs.yourdomain.ru) n BeiBognmMoe nms (oHo byaeT oTobpaxaTbCa Ha CTpaHuULLE aBTopm3aLmm).

i Active Directory Federation Services Configuration Wizard - m] x

el e TARGET SERVER

SSL Certificate: | v Import...

vice Properties

Federation Service Name: [

Example: fs.contoso.com

Federation Servce Display Name

Users will see the display name at sign in.

Example: Contoso Corporation

!
| < Previous Next >  Configure Cancel |

T




Hanee Bbibnpaem Tvn B[], co3gaem ee n 3aBepLiaemM HaCTPOKMKY, NPONAA NO OCTaBLUMMCSA
lwaram macTtepa (Ha 3TUX Larax y>xe HMKaKknx napamepoB MEHSITb/BbIOMpPaTb HE HYXKHO).

Hactponka ADFS

3.1. 3anyckaem ocHaACTKy ynpaBneHus

Search

Everywhere

= FS Management

AD FS Management

3.2. Yb6eaumcs, 4to ncnonbadyetcsa npotokon HTTPS. Ecnu HTTP, To meHsiem Ha HTTPS
(MHaye Npu oTNpaBke 3anNnPOCOB Ha aBTOpM3aLumMio Byaem nonyyaTb OLLNOKY)

i ADFS

i File Action View Window Help
=75 E

| ADFS Service

w || Service [
| At Edit Federation Service Properties.. )
| Aut
3| Cer Revoke All Proxies I
1Cla yiew >

D
g Mew Window from Here e
| Enc
| 5co Refresh
| We
7| Accesc Help
Federation Service Properties *

Gereral  QOrganization Ewvents
Federation Service display name:

Fact CIT |

Example: Fabrikam Federation Service

Federation Service name:
|drearrrteam.test‘fact.n.| |

Example: fs fabrikam.com

_Ea.da:ﬁii:n Service identifier:

|https:ffclrearnteam.tesﬁact.rufadfsfsewices;‘tmst |

Example: http /= fabrilkam .com.adfs services.tnist
Web 550 Ifetime (minutes): 480 =

-

3.3 BeinonHutb BXof B https://dev1.dreamteam.fact.digital nog csoen yyeTHON 3anuckto



https://dev1.dreamteam.fact.digital/

3.4. lNepenTtn B MeH0 «HacTponkmn» - « AyTeHTudurKaums», akTuBMpoBaThb
«AyTeHTnukauyna SAML», BHeCTU MHGOpMaLMIo B cneayloLwme nons n HaxaTb
«CoxpaHnTb.

URL IDP SSO https://adfs.yourdomain.ru/adfs/Is/
IDP Entity ID https://adfs.yourdomain.ru/adfs/services/trust

Moe paasuThe

} MocTaBwmk eguHoro exoga (SS0)
CERERETE]

LI  AyTeHTudmkaums SAML

EcTe mgesa URL IDP SSO *

HoeocTtwi https:_ff—/adex’ISf'

Mynbc KOMNAHKWK IDP Entity ID *

ht'tps:_/f—’adfsfservicesftrust

3.5. lNocne HaxaTtns Ha kHonKy « CoxpaHuTby» B nonisix ACS URL u Entity ID nosiBatcs
CCbIfIKM, KOTOPble HaM NOTPebyTCA No3Xe

ACS URL:

https://devi.dreamteam.fact.digital/api/ samlf_acs
https://devi.dreamteam.fact.digital/api/ saml_metadata

3.6. Bo3Bpawaemcs B koHconb ynpaeneHnss ADFS n cosgaem HoBbin Relying Party Trust

| ADFS Relying Party Trus

w || Service .
| Attribute Stores Display Mame
| Authentication Methods factnetwork pec
| Certificates ismyteam testfa

| Claim Descriptions B ———

| Device Registration

| Endpoints

| Scope Descriptions

| Web Application Proxy
| Access Control Policies
| laims Frovider Tre IAdd Relying Party Trust... I
| Application Groups

View ¥
Mew Window from Here

Refresh

Help


https://adfs.yourdomain.ru/adfs/services/trust
https://adfs.yourdomain.ru/adfs/ls/

Bbibnpaem Tun «Claim aware»

@ Add Relying Party Trust Wizard

Welcome

Steps

Welcome

Select Data Source
Specify Display Name
Corfigure Certfficate
Configure LRL
Corfigure ldentifiers

® @ & @ ® © @

Choose Access Control
Policy

Ready to Add Trust
Finizh

2 @

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security tokens to make authentication and
authorization decisions. Non-claims-aware applications are web-based and use \Windows

Integrated Authentication in the internal network and can be published through web Application

Proxy for extranet access. Learn more

(@) Claims aware

(") Mon claims aware

< Previous

Cancel




i Add Relying Party Trust Wizard *
Select Data Source
Steps Select an option that this wizard will use to obtain data about this relying party:

@ Welcome

@ Select Data Source

(O Import data about the relying party published online or on a local network
Uise this option to import the necessary data and cerificates from a relying party organization that publishes

@ Specify Display Mame its federation metadata online or on a local network.
@ Configure Cedtificate Federation metadata address thost name or LURLK
@ Configure URL
@ Configure Identfiers Example: fs.contoso.com or hitps.//www contosa com/app
@ E-?nsehn:ﬁsf:urtml () Import data about the relying party from a file

cy

Use this option to import the necessary data and cedificates from a relying party organization that has

@ Ready to Add Trust exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
@ Frish validate the source of the file.

Federation metadata file location:
Browse..

(®) Erter data about the relying party manusally
Lise this option to manually input the necessany data about this refying party onganization.

<Previous | | Net> || Cancel |

Ha cneaytowiem akpaHe BBoanm oTobpakaemoe nmsi (MOXXHO ucnonb3oBathb Noboe, 3To
HW Ha YTO He BNUSET), Haxknmaem 2 pasa «Nexty.



AktnBupyem npotokon SAML 2.0 n BcTaBnsiem CCbiriky Buaa
https://dev1.dreamteam.fact.digital/api/saml/yHnkanbHbii-naeHTUUKaTOp/acs n3 nons
ACS URL MoenKomaHapbl

@ Add Relying Party Trust Wizard

Configure URL

Steps AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties.
@ Welcome W 5-Federation, SAML, or bath are used by the relying party, select the check boxes for them and specify the
URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
[] Enable support for the WS-Federation Passive protocal
@ Specify Display Mame
The W5-Federation Passive protocol LURL supports Web-browserbased claims providers using the
@ Configure Certificate W5-Federation Passive protocal.
@ Configure URL Relying party W 5-Federation Passive protocol URL:
@ Corfigure [dertifiers |
@ ghi?'c'se Access Control Example: https://fs.contoso.com./adfs/1s/
alicy
® Readyto Add Trust Enable support for the SAML 2.0 WebSS0 protocol
@ Firish The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
SAML 2.0 Web550 protocol.

Relying party SAML 2.0 550 service LURL:

||'rtt|:|s:,-’,-‘deu1 dreamteam fact digital ‘api/saml AHUKANEHEIR4A0EH TMPUIKa TOp./acs|

Example: https:#/www contoso com/adfs s/

< Previous Mext = Cancel




BcraBnsiem cebinky Buaa https://dev1.dreamteam.fact.digital/api/saml/yHukanbHbin-
naeHtudpukatop/acs n3 nons Entity ID MoenKomaHgb!

&7 Add Relying Party Trust Wizard

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier stings. Specify the identifiers faor this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Mame |I'rl'tps:ﬂdev1.drearnteam.fact.dig'rtaI,-’api,-’samIf'_.'HMKaanblnﬂnEqu:maTopfmetadatd |I Add
@ Corfigure Certfficate Example: https:/As contoso .com//adfs/services Anst
@ Configure URL Relying party trust identifiers:
@ Configure dentifiers Remove
@ Choose Access Control
Palicy
@ Readyto Add Trust
@ Finish

< Previous Cancel




il Add Relying Party Trust Wizard

Choose Access Control Policy

Steps

Welcome

Select Data Source
Specify Display Mame
Cortfigure Certificate
Configure URL
Configure Identifiers

2 @ © @ @ ® @

Choose Access Control
Policy

Ready to Add Trust
Finish

® @

Chooze an access control palicy:

MName Description

Pemmit everyone Grant access to evenyone.

emit evenyone and require MFA (Grant access to everyone and requir

Pemit everyone and require MFA for specific group Grant access to everyone and requir
Pemit everyone and reguire MFA from extranet access Grant access to the intranet users ar

Pemit everyone and require MFA from unauthenticated devices Grant access to everyone and requir
Pemmit everyone and require MFA, allow automatic device registr...  Grant access to everyone and requir

Pemit everyone for intranet access Grant access to the intranet users.
Darmit erarfin A [ YR S ———
< >
Policy

Pemit everyone

] | do not want to configure access control policies at this time. Mo user will be permitted access for this
application.

< Previous Mext = Cancel




i Add Relying Party Trust Wizard

Ready to Add Trust

Steps

Welcome

Select Data Source
Specify Display Mame
Configure Certificate
Configure LIRL
Corfigure |dentifiers

® @ & © @ @ ®

Choose Access Control
Policy

Ready to Add Trust
@ Finish

®

The relying party trust has been configured. Review the following settings, and then click Mext to add the

refying party trust to the AD FS corfiguration database.

Monitoring  |dentifiers Encryption  Signature  Accepted Claims  Organization

Specily the monitoring settings for this relying party trust .

Endpaints

Mot 4

Relying party's federation metadata LURL:

This relying party’s federation metadata data was last checked on:

< NEVET >

This relying party was last updated from federation metadata on:
< never >

< Previous

Cancel

k




il Add Relying Party Trust Wizard
Finish

Steps The relying party trust was successfully added.

Welcome

Select Data S orfigure claims issuance policy for this application
ele a Source

Specify Display Mame

Corffigure Certificate

Configure URL

Configure Identifiers

® @ ® @ @ @ @

Choose Access Control
Policy

Ready to Add Trust
Finish

2 @

3.7. Co3aaHve npaBun TpaHcgopMaLummn oTredaTka asTopusaumm

S ETLN e dLES l
dev1.dreamteam fact digi

| Claim Descriptions
| Device Registration
| Endpoints
| Scope Descriptions
| Web Application Proxy
| Access Control Policies
| Relying Party Trusts
| Claims Provider Trusts
| Application Groups

Haxumaem «Add» n Beibrpaem wabnoH

Update from Federation Metadata...

Edit Access Control Policy...

Edit Claim Issuance Policy...

Disable
Properties

Delete

Help



ﬁ Add Transform Claim Rule Wizard *
Select Rule Template

Steps Select the template for the claim nule that you want to create from the following list. The description provides

@ Choose Rule Type details about each claim rule template.

Claim rule template:

Send LDAF Attributes as Claims w

@ Configure Claim Rule

3Im rule template descnption:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Muttiple attibutes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMame and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. f you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous I Next = !l Cancel

Claim rule name:

Send LOAP Attributes |

Rule template: Send LDAP Attibutes as Claims

Attribute store:
Active Directony e |
Mapping of LDAP attributes to outgoing claim types:
:E?Eﬁ?bme (Select ortype to Outgoing Claim Type (Select or type to add more)
3 E-Mail-Addresses ~ ||E-Mail Address ~
|ser-Principal-Mame ~ ||Mame w
1 o S

View Rule Language... [ ok || Ccancel




Haxumaem «Add» n Beibrpaem wabnoH
@ Add Transform Claim Rule Wizard

Select Rule Template

——— Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Llaimpletemplate.

Transform an Incoming Claim Y

Claim nule template description:

UUsing the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this nule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers" when there is an incoming group claim with
a value of "Adming”. Multiple claims with the same claim type may be emitted from this nule. Sources of
incoming claims vary based on the niles being edited.

< Previous Mext = | Cancel




Edit Rule - Transform Mame to Mame_|D

You can configure this rule to map an incoming claim type to an outgeing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

| ransform Mame to Mame D

Rule template: Transform an Incaming Claim

Incoming claim type: | E-Mail Address - |
name |0 format |Unspecified

Outgoing claim type: |Name IO i |

Outgoing name 10 format: |Emai| o |

Pass through all claim values

() Replace an incoming claim value with a different outgeing claim value

—

Cutgoing claim value Browse...

(") Replace incoming e-mail suffix claims with a new e-mail suffix

View Rule Language... Cancel

3.8. CosgaHue rpynnbl IpUNoXKeHUN

| 71 Relying Party lrusts
[ Claims Provider Trusts

Add Application Group...

|| Application Groups

View ¥

Mew Window from Here
Refresh

Help



ﬁ Add Application Group Wizard

Welcome

Steps
@ Welcome
@ Server application

@ Corfigure Application
Credentialz

@ Summary
@ Complete

MName:

dev 1. dreamteam fact digital

Description:

Template:

Client-5Server applications
\Q_ Mative application accessing a web AFI
f“ Server application accessing a web AP
\Q_ Web browser accessing a web application

Standalone applications
g Mative application

_

Web API

< Previous MNext = Cancel




% Add Application Group Wizard

Server application

Steps
@ Welcome
@ Server application

@ Configure Application
Credentials

@ Summary
@ Complete

Mame:

|dev1 dreamteam fact digital - Server application 1

Client |dentifier:

|41Dd4EJEb-eBﬂ4f31J—a1lEd-c2bEdD&:BSﬁe

Redirect LIRI:

hitps://dev 1 dreamteam fact digital/api/saml/yHKaneHet-MaeH MK aTop /acs|

Add

Remove

Description:

< Previous

Mext =

Cancel




Hy>xHo oTMeTuTb none «Generate a shared secret». Cam 3TOT cekpeT HUrge NpPonuceLIBaTh He
HY>XHO, HO ©€3 Hero Hemnb3s 3aBepLUNTb HACTPONKY.

@ Add Application Group Wizard

Configure Application Credentials

Steps Select credentials used by the application to authenticate itzef with AD FS when requesting access tokens.
Wel
@ Hielcome [] Redgister a key used to sign JSON Web Tokens for authentication
@ Server application
Carfigure...
@ Configure Application
Credentials
[] Windows Integrated Authentication
@ Summary
Select the AD Account:
@ Complete
Example: CONTOSO \expenseve Select...
Generate a shared secret
Secret:
|OTtXG DGXbil2Z3Bolw_cXkzz_AtlfTedFgelXZL0 Copy to clipboard

'ﬂ' Copy and save the secret. You will not be able to view the secret after the application group is
created. You can reset the secret later f required.

Ha cnepytowem akpaHe Haxumaem «Next», a 3atem «Close».

< Previous Next =

Cancel

MpaBbii WeN4oK MbIwK Ha BHOBb co3gaHHom Application Group v Bbibupaem «Properties»

| ADFS
w || Service
| Attribute Stores
| Authentication Methods
| Certificates
| Claim Descriptions
| Device Registration
| Endpoints
| Scope Descriptions
| Web Application Proxy
| Access Contral Policies
| Relying Party Trusts
| Claims Provider Trusts
| Application Groups

MName

factnetwork peopleforce

dev1 dreamteam fact digital
ismyteam testfact ru

Application Groups

Descriptior

Properties

Delete

Help




devl.dreamteam Properties

General

Mame:

dev.dreamteam

Description:

Applications:

Mame

Server application

dev1.dreamteam - Server application

Description

Add application... I

| Edit... || Remove |

0K || Cancel | Aeply




ﬁ Add a new application to devl.dreamteam

Welcome

Steps

@ Welcome

@ Corfigure Web API

@ Apply Access Control Palicy

@ Corfigure Application
Permissions

@ Summany
@ Complete

MName:

dev1.dreamteam

Description:

Template:

Standalone applications
g Mative application

® | Server application

More information...

< Previous

Mext =




% Add a new application to devl.dreamteam

Configure Web API

Steps

@ Welcome

@ Corfigure Weh API

@ Apply Access Control Policy

@ Corfigure Application
Pemissions

@ Summary
@ Complete

Mame:

|dev1 dreamteam - Web AP

Identifier:
|hﬂps:ﬂdev1.drean'lteam.fact.dig'rtaI,-’api,-’samI,-’:.rHHKanbHblﬂ-ﬂnemu:lml{ampfacﬂ | I Add
Remove
Description:
< Previous Mext = Cancel




@ Add a new application to devl.dreamteam

Choose Access Control Policy

Steps Choose an access contral policy:
@ Welcome
MName Description
@ Corfigure Web AP Pemit everyone Grant access to everyone.
@ Apply Access Contral Policy ermit everyone and require MFA Grant access to everyone and require MFAT...
@ Corfigure Application Pemit everyone and require MFA for specific group Grant access to everyone and require MFAT ...
Pemissions Pemit everyone and require MFA from extranet access Grant access to the intranet users and requir...
® Summary Pemit everyone and require MFA from unauthenticated ...  Grant access to everyone and require MFAT...
Pemit everyone and require MFA, allow automatic devi...  Grant access to everyone and require MFAT...
@ Complete Pemit everyone for intranet access Grant access to the intranet users.
Pemit specific group Grant access to users of one or mare specii..
Policy
Permit everyone

| do not want to configure the access control policy at this time. No users will be permitted access for this
Ll application.

T —
< Previous Mext = Cancel
——




% Add a new application to devl.dreamteam

Configure Application Permissions

Steps

@ Welcome

@ Corfigure Web API

@ Apply Access Control Policy

@ Configure Application
Pemissions

@ Summary
@ Complete

Configure permmissions to enable client applications to access this Web AP

Cliert application (caller):

Mame

dev1.dreamteam - Server application

Description

Add... Remove
Pemmitted scopes:
Scope Name Description 2

[ allatclaims Requests the access token claims in the identity token.

[ aza Scope allows broker client to request primary refresh token.

[ email Request the email claim for the signed in user.

[ logon_cert The logon_cert scope allows an application to request logo. ..

Request use of the Open|D Connect authorization protocal.

|| profile Request profile related claims for the signed in user.

| user_imperso.l Request permission for the application to access the resour...

| I'von cert The von_cert scope allows an aoolication to reauest VPN ... i

Mew scope...
< Previous Mext = Cancel

Ewe pa3 Haxxumaem «Next» n «Close».

3.9. B npouecce HacTporku, MacTepoM, BO3MOXHO, OyaeT npeanoXeHo BbiNyCTUTb cepTuduKaThl,
KOTOpble MCMONb3yeTcsa ANA NOANUCK U WndpoBaHus. Ecnn aToro He NPon3onaeT, TO HYXKHO
OyneT co3gaTbh X CaMOCTOSITENBHO. U yKa3aTb ero B IMYHOM kabuHeTte «MosiKomaHapl».

7 AD FS \Service\ Certificates

| ADFS
w [7] Service
| Attribute Stores
| Authentication Methods
| Certificates
| Claim Descriptions
| Device Registration
| Endpoints
| Scope Descriptions
| Web Application Proxy
| Access Control Policies
| Relying Party Trusts
| Clairms Provider Trusts
| Application Groups

Subject lssuer
Service communications

E]CN="testfact u CN=R3, O=Lets
Token-decrypting

[EICN=ADFS Encryption -testfact u  CN=ADFS Encr
Token-signing

E)CN=ADFS Signing - testfact CN=ADFS Signi

=&

Actions

Certificates

Add Token-Signing Certificate...
Add Toeken-Decrypting Certificate...

Set Service Communications Certificate...
Wiew
Mew Window from Here

|G| Refresh

Help




CepTudpmkat ansa nognucu HeobxoaMMo coxpaHuTb B (hain, KoHBepTUpoBaTb B hopMaT pem 1 B
TEKCTOBOM Buae BCTaBuTb B none «Ceptudumkat» (Tonbko cam ceptudmkat 6e3 cekuun «BEGIN
CERTIFICATE» n «<END CERTIFICATE») B nn4HOM kabuHeTe «MosiKomaHabl».

] AULITENLIL LU IVIELT LS R e —
. Certificates [ECN="testfact 0

= Claim Ues.crlptin:uns Token-decrypting

_| Device Registration [EICN=ADFS Encryptior
| Endpoints [E]CN=ADFS Encryptior
| Scope Descriptions EICN="testfact ru

| Web Application Proxy

Token-signing
BB CM=ADFS Signing - t
=] M=ALFo algning - ¢
[E=]CN="testfact ru

| Access Control Policies
| Relying Party Trusts
| Claims Provider Trusts

~| Application Groups




Ewe oguH BapuaHT, Nnpy KOTOpoM 3apaboTana aBTopusaums:

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relving party.

Order  Rule Mame

lssued Claims
1 Send LOAP Attributes E-Mail Address
2 Transform Mame to Name_|D MName |0
Edit Rule - Send LDAP Attributes X I

You can configure this rule to send the values of LDAF attributes as claims. Select an attribute store from which

to extract LDAF attributes. Specify how the attibutes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

[Send LDAF Attribute

Rule template: Send LOAP Attrbutes as Claims

Attribute store:
Active Directory

Mapping of LOAP attributes to outgeing claim types:

l;giriiﬁbme (Select ortype to Outgoing Claim Type (Select or type to add more)

2 E-Mail-Addresses ~ [ E-Mail Address -
Add Rule

ot

View Rule Language... Cancel




lzsuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims
1 Send LOAP Attributes E-Mail Address
2 Transform Mame to Name_ID MName D
Edit Rule - Transform Mame to Mame_|D > i
You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can Er

also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to & new claim value.

Claim rule name:
Tt

| ransform Name to Name |0 | A0

Fule template: Transform an Incoming Claim

Incoming claim type: |E—Mail Address > |
Unspecified
Outgoing claim type: |Name IO > |
Outgoing name [0 format: |Ernai| v |
Add Rule. Edit | ® Pass through all claim values

(") Replace an incoming claim value with a different outgeing claim value

(") Replace incoming e-mail suffix claims with a new e-mail suffix

View Rule Language. .. Cancel




Mpun atom, B Y3 nonb3osatens B AD JOMmMKHO ObITb KOppeKkTHOe 3Ha4veHne B none E-mail:

First name: |bleg | Initials:

Last name: | Test |
Display name: | Test Cleg |
Description: | |
Office: | |

Telephone number: |+7- Cther...
E-mail: mact.dig'rtal

Web page: | | Cither ...

Cancel Apply Help




